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Introduction

‘‘I fear none of the existing machines; what I fear is the extraordinary rapidity

with which they are becoming something very different to what they are at

present.’’

Samuel Butler, Erewhon, Chapter XXIII, 1872.

The computing world changed suddenly on November 30, 2022. On that day,

OpenAI, a company that few other than technology enthusiasts had even heard of,

released a program called ChatGPT that within a couple of months had 100 million

users, and today has a billion.

ChatGPT could carry on a sensible conversation in perfect English and other lan-

guages as well. It could answer questions, summarize documents, synthesize prose

and poetry, all with remarkable fluency and naturalness.

As is often the case in the education business, I learned about ChatGPT from an

undergraduate friend, who had been in my class a couple of years earlier. His first

thought was to try ChatGPT on my midterm exam. For the record, it did a creditable

job, better than at least some members of the class. ChatGPT wasn’t great at arith-

metic, but then again, that has been true of a discouraging number of students over

the years. It sometimes hallucinated, or invented things that showed that its knowl-

edge was imperfect. Of course that was true of students as well. Its prose was some-

times a bit pedestrian or predictable, as when I asked it to write letters to admissions

officers about why it wanted to attend Princeton and (separately) Harvard, but there

were no grammar or spelling errors. Again, this was better than at least some stu-

dents I have known.

Even then it was an amazing experience to play with it. Now, after several years

of evolution, chatbots like ChatGPT, Claude, Gemini, and a dozen others have

become staples of daily life for many people. They are more capable in more areas.

Many of the early deficiencies are much reduced—fewer hallucinations, better arith-

metic, more sophisticated and polished prose. They still get things wrong or make

them up, but less frequently.



2 INTRODUCTION

They can handle much longer inputs. They also do a fine job with different kinds

of input, like scanning PDF documents, finding the tables of data within, and convert-

ing those to spreadsheet format. They draw pictures and make diagrams. They can

carry out extended chains of reasoning, and explain how they are doing it. They now

include citations to sources from which they are drawing information. They can even

perform actions under some circumstances, like controlling a browser. ‘‘Ironic’’

doesn’t begin to capture what’s going on when a chatbot presses the ‘‘I’m a human’’

checkbox on a web page.

We are in the early stages of what promises to be a revolution in how we work

with computers. Some fields have already seen significant effects, and others are sure

to. Among the potentially threatened jobs might be legal research (though courts and

lawyers have become exquisitely sensitive to the problem of hallucinated legal cita-

tions). People who make low-quality infographics or article summaries are likely to

become unemployed. Those who translate between major natural languages may be

at risk, though not yet for niche ones nor for high-quality literary material. Conspir-

acy theorists and the creators of fake news, fake images, fake videos and other kinds

of misinformation can be replaced by programs that will do it as well but in much

greater quantity.

On the search engine front, many people now search with a chatbot rather than

with Google or Bing. It’s easier to ask a complicated question or a sequence of them,

and the results are likely to be better. Unfortunately, advertisements, clickbait and

other junk have arrived or are on the horizon for AI search, and the distinction

between AI and conventional search is blurring.

In my own area, computer programming, it’s clear that certain kinds of program-

ming can be done just fine by AI systems. This includes the assignments in introduc-

tory programming courses, so naturally students are going to submit solutions that

they didn’t write themselves. At the moment, teachers can usually detect that kind of

cheating, sometimes because the AI systems are more sophisticated and knowledge-

able than typical students would be. Some kinds of entry-level programming can be

done sufficiently well by an AI assistant that there is less need for entry-level pro-

grammers. That’s likely to be of concern to students looking for jobs and to their

instructors, who worry about how to future-proof what we teach them.

Professional programmers use chatbots to assist with their own work; the pro-

grams can generate boilerplate code, look up documentation, generate tests, and per-

form similar tasks quite well. Discussion forums like Hacker News that are fre-

quented by programmers are of several minds on how effective AI assistance is, but

on balance more people find it helpful than don’t, and my bet is that AI assistance for

programmers will become standard operating procedure.

In short, we’re in the early stages of a massive change in our relationships with

computing. Technology has already become deeply embedded in our lives, and

although it has improved them in many ways, there’s another side to the story, not so

optimistic.

The Internet was already a hotbed of paranoia, hatred and crackpot theories before

and during Covid. Today social media has enabled politicians and government offi-

cials to spread lies, divide us further, and avoid blame, abetted by ‘‘news’’ outlets

with no regard for facts. Sites like Twitter (now called X) and Facebook (now Meta)
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tried unsuccessfully to find middle ground between being neutral platforms for the

free expression of ideas and limiting the barrage of incendiary postings and outright

falsehoods. For the most part, they hav e given up the attempt; money is winning out

over a moral position. The technology billionaires who control such sites are not

helping.

Surveillance has reached new heights, used in many countries to restrict people

and monitor and control their behavior. For instance, China uses face recognition for,

among other things, keeping track of its minority populations. During the Covid-19

pandemic, the Chinese government mandated installation of an app that worked as a

sort of immunity passport but also reported its users’ locations to the police. In the

US and the UK, local law enforcement agencies use face recognition, license plate

readers, and the like to keep an eye on people. In the US, the Immigration and Cus-

toms Enforcement (ICE) agency is using data from many sources in pogrom-like

sweeps that round up potentially illegal immigrants.

Our mobile phones continuously monitor our locations and numerous companies

can aggregate the data. Tracking applications for smartphones are an excellent exam-

ple of the double-sided nature of technology. Who could have been against a

Covid-19 contact-tracing system that tells you whether you have been exposed to a

potentially contagious person? But any technology that enables the government to

know where you’ve been and who you’ve been talking to also helps it to monitor and

control more effectively. It’s a  short and slippery slope from disease tracking to fer-

reting out peaceful protesters, dissidents, political enemies, whistle-blowers, and any-

one else that the authorities think might be a threat to their power.

For almost all of our interactions with the online world and in the real world as

well, countless computer systems watch and remember who we dealt with, how much

we paid, and where we were at the time. A large part of this data gathering is for

commercial purposes, since the more that businesses know about us, the more accu-

rately they can target us for advertising. Most readers know that such data is col-

lected, but I expect that many would be surprised by how much there is and how

detailed. In 2014, Shoshana Zuboff coined the term surveillance capitalism to

describe how businesses collect and use personal information on a grand scale. It’s

disturbingly accurate.

Companies are not the only observers; governments are deeply involved in sur-

veillance as well. The NSA emails, internal reports, and PowerPoint presentations

disclosed by Edward Snowden revealed much about spying in the digital era. The

gist is that the NSA watches everyone on a grand scale.

Snowden’s rev elations were stunning. It had been widely suspected that the NSA

spied on more people than it admitted, but the extent surpassed everyone’s imagina-

tion. The NSA routinely collected metadata about all telephone calls made in the

US—who called who, when they talked, and for how long—and may have recorded

the content of these calls as well. It recorded my Skype conversations and email con-

tacts, and probably the mail contents as well. (Yours too, of course.) It tapped the

cell phones of world leaders. It intercepted huge amounts of Internet traffic by plac-

ing recording devices on equipment where submarine cables enter and leave the US.

It enlisted or coerced the major telecommunications and Internet companies to gather

and hand over information about their users. It stored great amounts of data for
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extended periods of time, sharing some of it with spy agencies in other countries.

Meanwhile, back on the commercial front, hardly a day goes by when we don’t

learn of another breach of security at some company or institution, in which shadowy

hacker groups steal names, addresses, credit card numbers, and other personal infor-

mation about millions of people. Usually these are high-tech criminals, but some-

times it’s espionage by other countries, looking for valuable information. From time

to time, foolish or careless behavior by whoever maintains the information acciden-

tally exposes private data. No matter what the mechanism, data that has been col-

lected about us is all too often exposed or stolen, potentially to be used against us.

The purpose of this book is to explain the technology—hardware, software, com-

munications—that lies behind all of this, so you understand how such systems oper-

ate. How can pictures, music, movies, and intimate details of your personal life be

sent around the world in no time at all? How do email and texting work, and how

private are they? Why is spam so easy to send and so hard to get rid of? Do cell

phones report where you are all the time? Who is tracking you online and on your

phone, and why does that matter? Can your face be recognized in a crowd? Who

knows that it’s your face? Can hackers take over your car? How about self-driving

cars? Can we defend our privacy and security, or should we just give up? By the end

of the book, you should have a decent idea of how computer and communications

systems work, how they affect you, and how you can strike a balance between using

helpful services and protecting your privacy.

There are only a handful of fundamental ideas, which we will discuss in much

more detail in the rest of the book.

First is the universal digital representation of information. Complex and sophisti-

cated mechanical systems like those that stored documents, pictures, music and

movies for much of the 20th century have been replaced by a single uniform storage

mechanism. Information is represented digitally—as numeric values—rather than in

specialized forms like colored dyes embedded in plastic film or magnetic patterns on

vinyl tape. Paper mail gives way to digital mail. Paper maps yield to digital ones.

Paper documents are replaced by online databases. All those disparate analog repre-

sentations have been replaced by a common low-level representation in which every-

thing is just numbers: digital information.

Second is the universal digital processor. All of this digital information can be

processed by a single general-purpose device, the digital computer. Digital comput-

ers that process the uniform digital representation have replaced the elaborate and

complicated mechanical devices that process analog representations. As we’ll see,

computers are all equally capable in what they can compute, differing only in how

fast they operate and how much data they can store. A smartphone is a computer of

great sophistication, with as much computing power as a laptop. Thus more and

more of what might once have been limited to desktop or laptop computers has found

its way onto phones, and this process of convergence is accelerating.

Third is the universal digital network. The Internet connects the digital comput-

ers that process the digital representation; it connects computers and phones to mail,

search, social networks, shopping, banking, news, entertainment, and everything else.

Most of the world’s population has access to this network. You can exchange email

with anyone, regardless of where they might be or how they choose to access their
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mail. You can search, comparison shop, and purchase from your phone, laptop, or

tablet. Social networks keep you in touch with friends and family, again from your

phone or computer. You can watch endless entertainment, often for free. “Smart”

devices monitor and control systems in your home; you can talk to them to ask them

questions or tell them what to do. There’s a worldwide infrastructure that makes all

these services work together.

Fourth, an immense amount of digital data is continuously being collected and

analyzed. Maps, aerial photographs, and street-level views of much of the world are

freely available. Search engines tirelessly scan the Internet so they can answer

queries efficiently. AI agents just as tirelessly scan the Internet to scoop up any kind

of information that might be useful in training models. Millions of books are avail-

able in digital form. Social networks and sharing sites maintain enormous amounts

of data for and about us. Both online and brick-and-mortar stores and services pro-

vide access to their wares while quietly recording everything we do when we visit

them, aided and abetted by search engines, social networks and our phones. For all

of our online interactions, Internet service providers log the connections we make,

and likely much more. Governments spy on us all the time, to an extent and at a level

of detail that would have been impossible two or three decades ago.

All of this is changing rapidly because digital technological systems continue to

get smaller, faster, cheaper and more powerful. New phones with fancier features,

better screens, and more interesting applications arrive continuously. New gadgets

appear all the time; the most useful find their functionality subsumed into phone

apps. This is a natural by-product of digital technology, in which any technological

development leads to improvement across the board for digital devices: if some

change makes it possible to handle data cheaper, faster or in larger quantity, all

devices will benefit. As a result, digital systems are pervasive, an integral part of our

lives both visibly and behind the scenes.

This progress must surely seem like a good thing, and indeed in most ways it is.

But there are ominous clouds around the silver lining. One of the most obvious and

perhaps the most worrying to individuals is the impact of technology on personal pri-

vacy. When you use your phone to search for some product and then visit store web

sites, all parties keep records of what you visited and what you clicked on. They

know who you are because your phone identifies you uniquely. They know where

you are because your phone reports its location all the time. The phone company

records this information and may sell it. With GPS, the Global Positioning System,

you can be located to within five to ten meters; if you enable location services on

your phone, that information is available to apps, and they too can use or sell that

information. In fact, it’s even worse: disabling location services only prevents apps

from using GPS data; it does not prevent the phone’s operating system from collect-

ing and uploading the data, which it could do by the cell network, Wi-Fi or Blue-

tooth.

You’re being watched in real life as well as online. Face recognition technology

can identify you on the street or in a store. Traffic cameras scan your license plates

and know where your car is; so do electronic toll-collection systems. Internet-con-

nected smart thermostats, voice responders, door locks, baby monitors and security

cameras are surveillance devices that we have invited into our homes. The tracking
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that we permit today without even thinking about it makes the monitoring in George

Orwell’s 1984 look casual and superficial.

The records of what we do and where we do it may well live forever. Digital stor-

age is so cheap and data is so valuable that information is rarely discarded. If you

post something embarrassing online or send mail that you subsequently regret, it’s

too late. Information about you can be combined from multiple sources to create a

detailed picture of your life, and is available to commercial, government and criminal

interests without your knowledge or permission. It is likely to remain available

indefinitely and could surface to harm you at any time in the future.

The universal network and its universal digital information have made us vulnera-

ble to strangers to a degree never imagined a decade or two ago. As Bruce Schneier

says in his excellent book Data and Goliath, “Our privacy is under assault from con-

stant surveillance. Understanding how this occurs is critical to understanding what’s

at stake.”

The societal mechanisms that protect our privacy and our property have not kept

up with the rapid advances in technology. Thirty years ago, I dealt with my local

bank and other financial institutions by physical mail and occasional personal visits.

Accessing my money took time and it left an extensive paper trail; it would have been

difficult for someone to steal from me. Today, I am forced to deal with financial

institutions mostly through the Internet. I can access my data conveniently, but it’s

possible that through some blunder on my part or a screwup by one of these compa-

nies, someone on the far side of the world could clean out my account, steal my iden-

tity, ruin my credit rating, and who knows what else, in no time at all and with little

chance of recourse.

This book is about understanding how digital systems work and how they are

changing our lives. Of necessity it’s a snapshot, so you can be certain that ten years

from now, today’s systems will seem clunky and antiquated. Technological change is

not an isolated event but an ongoing process—rapid, continuous, and accelerating.

Fortunately, the basic ideas of digital systems will remain the same, so if you under-

stand those, you’ll understand tomorrow’s systems too, and you’ll be in a better posi-

tion to deal with the challenges and the opportunities that they present.



Part I

Hardware

“I wish to God these calculations had been executed by steam.”

Charles Babbage, 1821, quoted in Harry Wilmot Buxton,

Memoir of the Life and Labours of the Late Charles Babbage, 1872.

Hardware is the solid, visible part of computing: devices and equipment that you

can see and put your hands on. The history of computing devices is interesting, but I

will only mention a little of it here. Some trends are worth noting, however, espe-

cially the exponential increase in how much circuitry and how many devices can be

packed into a given amount of space, for a fixed price. As digital equipment has

become cheaper and more powerful, widely disparate mechanical systems have been

superseded by much more uniform electronic ones.

Computing machinery has a long history, though most early computational

devices were specialized, often for predicting astronomical events and positions. For

example, one (unproven) theory holds that Stonehenge was an astronomical observa-

tory. The Antikythera mechanism, from about 100 BCE, is an astronomical com-

puter of remarkable mechanical sophistication. Arithmetic devices like the abacus

have been used for millennia, especially in Asia. Seventeenth century mathemati-

cians like Pascal and Leibniz built mechanical calculators that could do basic arith-

metic. The slide rule was invented in the early 1600s, not long after John Napier’s

description of logarithms. I used one as an undergraduate engineering student in the

1960s, but slide rules are now curiosities, replaced by calculators and computers, and

my painfully acquired expertise is useless.

The most relevant precursor to today’s computers is the Jacquard loom, which

was inv ented in France by Joseph Marie Jacquard around 1800. The Jacquard loom

used rectangular cards with multiple rows of holes that specified weaving patterns.

The Jacquard loom thus could be “programmed” to weave a wide variety of different

patterns under the control of instructions that were provided on punched cards;

changing the cards caused a different pattern to be woven. The creation of these

labor-saving machines for weaving led to widespread social disruption as weavers

were put out of work; the Luddite movement in England in 1811–1816 was a violent
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protest against mechanization. Modern computing technology has similarly led to

disruption; for example, we are in the early stages of major changes that will be

caused by artificial intelligence.

Figure I.1: Modern implementation of Babbage’s Difference Engine.

Computing in today’s sense began in England in the mid-19th century with the

work of Charles Babbage. Babbage was a mathematician and scientist who was

interested in navigation and astronomy, both of which required tables of numeric val-

ues for computing locations. Babbage spent much of his life trying to build comput-

ing devices that would mechanize the tedious and error-prone manual arithmetic cal-

culations needed to create the tables, and even to print them. You can sense his exas-

peration in the quotation on the previous page. For a variety of reasons, including

alienating his financial backers, he never succeeded in his ambitions, but his designs

were sound. Modern implementations of some of his machines, built with tools and

materials appropriate to his time, can be seen in the Science Museum in London; the

version in the figure above was on display in the Computer History Museum in

Mountain View, California.

Babbage encouraged a young woman, Augusta Ada Byron, the daughter of the

poet George Byron, and later Countess of Lovelace, in her interests in mathematics

and his computational devices. Lovelace wrote detailed explanations of the use of

Babbage’s Analytical Engine (the most advanced of his planned devices) for
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Figure I.2: Ada Lovelace. Detail from 1836 portrait by Margaret Sarah Carpenter.

scientific computation and speculated that machines could do non-numeric computa-

tion as well, such as composing music.

Supposing, for instance, that the fundamental relations of pitched sounds in the

science of harmony and of musical composition were susceptible of such

expression and adaptations, the engine might compose elaborate and scientific

pieces of music of any degree of complexity or extent.

Ada Lovelace is sometimes called the world’s first programmer, perhaps an over-

statement, but she definitely saw more clearly than others the potential of computing

devices to do more than crunch numbers. The Ada programming language is named

in her honor.

Herman Hollerith, working with the US Census Bureau in the late 1800s,

designed and built machines that could tabulate census information far more rapidly

and reliably than could be done by hand. Using ideas from the Jacquard loom, Hol-

lerith used holes punched in stiff paper cards to encode census data in a form that

could be processed by his machines. Famously, the 1880 census had taken eight

years to tabulate, but with Hollerith’s punch cards and tabulating machines, the 1890

census results took only one year to prepare, instead of the predicted 10 years or

more. Hollerith founded a company that in 1924 became, through mergers and

acquisitions, International Business Machines, which we know today as IBM.

Babbage’s machines were complex mechanical assemblies of gears, wheels,

levers and rods. The development of electronics in the 20th century made it possible

to imagine computers that did not rely on mechanical components. The first signifi-

cant one of these all-electronic machines in the US was ENIAC, the Electronic

Numerical Integrator and Computer, which was built from 1944 to 1946 at the Uni-

versity of Pennsylvania in Philadelphia, by Presper Eckert and John Mauchly.

ENIAC occupied a large room and required 140 kilowatts of electric power, enough
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to power 100 homes; it could do about 5,000 additions in a second. It was intended

to be used for ballistics computations and the like, but it was not completed until well

after the end of World War II. (Parts of ENIAC are on display in the Moore School

of Engineering at the University of Pennsylvania.)

Babbage saw clearly that a computing device could store its operating instructions

and its data in the same form, which is the insight that makes modern computing pos-

sible. But ENIAC did not store instructions in memory along with data; instead it

was programmed by a slow and tedious process of setting up connections through

switches and re-cabling. The first computers that truly stored programs and data

together were built in England, notably EDSAC, the Electronic Delay Storage Auto-

matic Calculator, at the University of Cambridge in 1949.

Early electronic computers used vacuum tubes as computing elements. Vacuum

tubes are electronic devices roughly the size and shape of a cylindrical light bulb (see

Figure 1.7 in the next chapter); they were expensive, fragile, bulky, and power hun-

gry. With the invention of the transistor in 1947, and then of integrated circuits in

1958, the modern era of computing really began. These technologies have allowed

electronic systems to steadily become smaller, cheaper and faster.

The next three chapters describe computer hardware, focusing more on the logical

architecture of computing systems than on the physical details of how they are built.

The basic architecture has been largely unchanged for decades, while the hardware

implementation has changed to an astonishing degree. The first chapter is an over-

view of the structure and components of a computer. The second chapter shows how

computers represent information with bits, bytes and binary numbers. The third

chapter explains how computers actually compute: how they process the bits and

bytes to make things happen.
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What Is a Computer?

“Inasmuch as the completed device will be a general-purpose computing

machine it should contain certain main organs relating to arithmetic, memory-

storage, control and connection with the human operator.”

Arthur W. Burks, Herman H. Goldstine, John von Neumann, “Preliminary

discussion of the logical design of an electronic computing instrument,” 1946.

Let’s begin our discussion of hardware with an overview of what a computer is.

We can look at a computer from at least two viewpoints: the logical or functional

organization—what the pieces are, what they do and how they are connected—and

the physical structure—what the pieces look like and how they are built. The goal of

this chapter is to understand what a computer is, see what’s inside, learn what each

part does, and get a sense of what the myriad acronyms and numbers mean.

Think about your own computing devices. Many readers will have some kind of

“PC,” that is, a laptop or desktop computer descended from the Personal Computer

that IBM first sold in 1981, running some version of the Windows operating system

from Microsoft. Others will have an Apple Macintosh that runs a version of the

macOS operating system. Still others might have a Chromebook running ChromeOS

that relies on the Internet for most of its storage and computation. More specialized

devices like smartphones, tablets and ebook readers are also powerful computers.

These all look different and when you use them they feel different as well, but under-

neath the skin, they are fundamentally the same. We’ll talk about why.

There’s a loose analogy to cars. Functionally, cars have been the same for well

over a hundred years. A car has an engine that uses some kind of fuel or energy

source to make the engine run and the car move. It has a steering wheel that the

driver uses to control the car. There are places to store the fuel and places to store the

passengers and their goods. Physically, howev er, cars have changed greatly over a

century: they are made of different materials, and they are faster, safer, and much

more reliable and comfortable. Their propulsion systems may be electric motors

instead of internal combustion engines. There’s a world of difference between my

first car, a well-used 1959 Volkswagen Beetle, and a Ferrari, but either one will carry
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me and my groceries home from the store or across the country, and in that sense

they are functionally the same. (For the record, I have nev er even sat in a Ferrari, let

alone owned one, so I’m speculating about whether there’s room for the groceries. I

did park next to one once—Figure 1.1.)

Figure 1.1: The closest I’ve ever come to a Ferrari.

The same is true of computers. Logically, today’s computers are very similar to

those of the 1950s, but the physical differences go far beyond the kinds of changes

that have occurred with the automobile. Today’s computers are much smaller,

cheaper, faster and more reliable than those of 75 years ago, easily a million or even a

billion times better in some properties. Such improvements are the fundamental rea-

son why computers are so pervasive.

The distinction between the functional behavior of something and its physical

properties—the difference between what it does and how it’s built or works inside—

is important. For computers, the “how it’s built” part changes at an amazing rate, as

does how fast it runs, but the “what it does” part is quite stable. This distinction

between an abstract description and a concrete implementation will come up repeat-

edly in what follows.

I sometimes do a survey in my class in the first lecture. How many hav e a PC?

How many hav e a Mac? The ratio was fairly constant at 10 to 1 in favor of PCs in

the early 2000s, but changed rapidly over a few years, and for the past twenty years

Macs have accounted for well over three quarters of the computers. This is not typi-

cal of the rest of world, however, where PCs are likely to dominate.
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Is the ratio unbalanced because one is superior to the other? If so, what changed

so dramatically in such a short time? I ask my students which kind is better, and for

objective criteria on which to base that opinion. What led you to your choice when

you bought your computer?

Naturally, price is one answer. PCs tend to be cheaper, the result of fierce compe-

tition in a marketplace with many suppliers. A wider range of hardware add-ons,

more software, and more expertise are all readily available. This is an example of

what economists call a network effect: the more other people use something, the more

useful it will be for you, roughly in proportion to how many others there are.

On the Mac side are perceived reliability, quality, esthetics, and a sense that

“things just work,” for which many consumers are willing to pay a premium.

The debate goes on, with neither side convincing the other, but it raises some

good questions and helps to get people thinking about what is different between vari-

ous kinds of computing devices and what is really the same.

There’s an analogous debate about phones. Almost everyone has a “smartphone”

that can run programs (“apps”) downloaded from Apple’s App Store or the Google

Play Store. The phone serves as a browser, a mail system, a watch, a camera, a music

and video player, a voice recorder, a map, a navigator, a comparison shopping tool,

and even occasionally as a device for conversation. Typically more than three quar-

ters of my students have iPhones; the rest have Android phones from one of many

suppliers. iPhones are more expensive but offer smooth integration with Apple’s

ecosystem of computers, tablets, watches, music players, accessories, and cloud ser-

vices, another example of a network effect. Rarely, someone admits to having only a

“feature phone,” which is defined as a phone that has no features beyond the ability to

make phone calls. My sample is for the US and a comparatively affluent environ-

ment; in other environments and other parts of the world, Android phones would be

much more common.

Again, people have good reasons—functional, economic, social, esthetic—for

choosing one kind of phone over others but underneath, just as for PCs versus Macs,

the hardware that does the computing is very similar. Let’s look at why.

1.1 Logical Construction

If we were to draw an abstract picture of a simple generic computer—its logical

or functional architecture—it would look like the diagram in Figure 1.2 for both a

Mac and a PC: a processor, some primary memory, some secondary storage, and a

variety of other components, all connected by a set of wires called a bus that carries

information between them.

If instead we drew this picture for a phone or tablet, it would be similar, though

mouse, keyboard and display are combined into one component, the screen, and there

are hidden components like a compass, an accelerometer, and a GPS receiver for

determining your physical location.

The basic organization—a processor, memory and storage for instructions and

data, and input and output devices—has been standard since the 1940s. It’s called

the von Neumann architecture, after John von Neumann, who described it in the 1946

paper quoted above. Though there is still occasional debate over whether von
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Figure 1.2: Architectural diagram of a simple idealized computer.

Neumann gets too much credit for ideas that originated with others, the paper is so

clear and insightful that it is well worth reading even today. For example, the quota-

tion at the beginning of this chapter is the first sentence of the paper. Translated into

today’s terminology, the processor provides arithmetic and control, the primary mem-

ory and secondary storage are memory-storage, and the keyboard, mouse and display

interact with the human operator.

A note on terminology: the processor has historically been called the CPU or cen-

tral processing unit, but is now more often simply “processor.” The primary memory

is called RAM or random access memory, and secondary storage is disk or drive,

reflecting different physical implementations. I’ll mostly use the words processor,

memory and storage, but with occasional lapses into the older terms.

1.1.1 Processor

The processor is the brain, if a computer could be said to have such a thing. The

processor does arithmetic, moves data around, and controls the operation of the other

components. The processor has a limited repertoire of basic operations that it can

perform but it does them blazingly fast, billions per second. It can decide what oper-

ations to do next based on the results of previous computations, so it is to a consider-

able degree independent of its human users. We will spend more time on this compo-

nent in Chapter 3 because it’s so important.

If you go to a store or shop online to buy a computer, you’ll find most of these

components mentioned, usually accompanied by mysterious acronyms and equally

mysterious numbers. For example, you might see a processor described as a “2.2

GHz dual-core Intel Core i7,” as it is for one of my older computers. What’s that?

Intel makes the processor and “Core i7” is Intel’s trademarked name for an extensive

line of processors. This particular processor has two processing units in a single

package; in this context, lower case “core” has become a synonym for “processor.”

A core is a processor in its own right, but the CPU may have sev eral cores that can

work together or independently to compute faster. For most purposes, however, it’s

sufficient to think of the combination as “the processor,” no matter how many cores it

might have.
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“2.2 GHz” is the more interesting part. Processor speed is measured, at least

approximately, in terms of the number of operations or instructions or parts thereof

that it can do in a second. The processor uses an internal clock, rather like a heart-

beat or the ticking of a clock, to step through its basic operations. One measure of

speed is the number of such ticks per second. One beat or tick per second is called

one hertz (abbreviated Hz), after the German engineer Heinrich Hertz, whose 1888

discovery of how to produce electromagnetic radiation led directly to radio and other

wireless systems. Computers of the 1970s had clock speeds measured in millions of

ticks per second, or megahertz, or MHz. Computers today typically run at billions of

hertz, or gigahertz, or GHz; my quite ordinary 2.2 GHz processor is zipping along at

2,200,000,000 ticks per second. The human heartbeat is around 1 Hz or almost

100,000 beats per day, which is around 30 million per year. So each core in my pro-

cessor does in 1 second the number of beats my heart would do in 70 years.

This is our first encounter with some of the numerical prefixes like meg a and giga

that are so common in computing. “Mega” is one million, or 106; “giga” is one bil-

lion, or 109, and pronounced with a hard “g” as in “gig.” We’ll see more units soon

enough, and there is a complete table at the beginning of the glossary.

1.1.2 Primary memor y

The primary memory stores information that is in active use by the processor and

other parts of the computer; its contents can be changed by the processor. The pri-

mary memory stores not only the data that the processor is currently working on, but

also the instructions that tell the processor what to do with that data. This is a cru-

cially important point: by loading different instructions into memory, we can make

the processor do a different computation. This makes the stored-program computer a

general-purpose device. The same computer can run a word processor and a spread-

sheet, surf the web, send and receive email, keep up with friends on Instagram, do

your taxes, and play music, all by placing suitable instructions in the memory. The

importance of the stored-program idea cannot be overstated.

The primary memory provides a place to store information while the computer is

running. It stores the instructions of programs that are currently active, like Word,

Photoshop or a browser. It stores their data—the documents being edited, the pic-

tures on the screen, the music that’s currently playing. It also stores the instructions

of the operating system—Windows, macOS or something else—that operates behind

the scenes to let you run multiple applications at the same time. We’ll talk about

applications and operating systems in Chapter 6.

The primary memory is called random access because the processor can access

the information stored at any place within it as quickly as in any other; to over-sim-

plify a little, there’s no speed penalty for accessing memory locations in any particu-

lar order. Though they passed from the scene long ago, you might remember VCR

tapes, where to watch the end of a movie, you had to fast-forward (slowly!) over

ev erything from the beginning; that’s called sequential access.

Most RAM is volatile, that is, its contents disappear if the power is turned off, and

all of the currently active information is lost. That’s why it’s prudent to save your

work often, especially on a desktop machine, where tripping over the power cord
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